SAGRADO

Universidad del Sagrado Corazén

INFORMATICA Y TECNOLOGIA INTEGRADA

Guias para el resguardo de la informacion

en los servidores de la universidad



Tabla de Contenido

Procedimiento de resguardo de servidores en Sagrado .......cceevevveeiiriiiee e 3
PUNTOS B REEENCION ..ciiiniiiieei ettt ettt e st e e s st e e e s s sabae e e s s sataeeessabaeeessanaeeenn 8
BC] o= [o 1 DI T o TR 8
Trabajos IMENSUAIES .........eiiiiiiiie ettt ee et e e e e e e e tr e e e e e e e s e et b teaeeeaeessasssbaeeeaaeseeansssanseeeaeseannsrssnnes 13
Evidencia de trabajos COMPIETatos . .....ooccuvrieiiiiiiiecieeeee e e e e e e e e 18
Verificacion desde €] SEIVIAON . ....coi ittt sbe e s sate e sbe e e sbte e sabaesbaeesabeeens 18
Verificacion por medio d& @MaAIlS ........eeeiiiiii ittt e e e e et e e e e e are e e e eanes 18
Evidencia de mantenimiento de reSgUArdOS ........ueeiviiieiiiriiiee et e e s 21
Proceso de verificacion manual de BACKUPS..........ccouvuuiiiiiiiiieiieiiiee et 22

Guia para Reguardo de informacion 2 Informdtica y Tecnologia Integrada



Procedimiento de resguardo de servidores en Sagrado

Paso 1: Seleccionamos un trabajo preexistente para mantenerlos organizados, en este caso
seleccionaremos Document Imaging and Printing Backup y presionamos Edit

HOME VIEW

Start Stop Retry Active | Statistics Repo Edit Flone Disable Delete
Full
Jab Contral Details Manage Job
HOME Q) Type in an object name to search for

4 Jobs MAME TYPE OBJECTS STATUS LAST RUN ASTRESULT MEXT RUN TARGET T
42 Backup 48} SCCOM Backup Hyper-V Backup 2 Stopped 11hoursage  Success 2/3/202110:000..  SCCM Veear
45 Backup Copy -:Ej} Document Imaging and Printers Backup Hyper-V Backup 3 Stopped 13 hours ago ‘Warning 2/3/20218:00:00..  Synology Re|
4 5 Backups 265 File Servers Backup Hyper-V Backup 2 Stopped i0hourssge  Success 2/3/202111:300..  Synology Rey
&, Disk 485 1M Servers Backup Hyper-V Backup 5 Stopped 4 days age Warning 2/27/20211:000..  Synclogy Re|
& Cloud 38} Inepro Backup Hyper-V Backup 2 Stopped 10 hours ago Success 2/3/202111:000..  Synology Re|
4 [53 Last 24 Hours 1B} Etherity Backup Hyper-V Backup 4 Stopped 14hoursage  Warning 2/3/20217:1500..  Synclogy Re|
[3 Success 48} Service Desks Backup Hyper-V Backup 2 Stopped 10hoursago  Warning 2/3/202111:000..  Synclogy Re|
[ Waming 46} Kuali Backup Hyper-V Backup 7 Stepped 14 hours age Suceess 2/3/20217:00:00..  Synelogy Re|
6} SOL Senvers Backup Hyper-V Backup 3 Stopped 16 hours ago Success 2/3/20215:0000...  Synclogy Re
18 Other Apps Backup Hyper-V Backup 14 Stopped 11hoursage  Warning 2/3/202110:000..  Synology Rey
< >

Paso 2: La primera pagina del edit nos da la opcién de modificar el nombre del trabajo y la descripcién la
cual no es necesario cambiar en este caso.

Type in a name and description for this backup job.

H |

|Document Imaging and Printers Backup

| :
N MName
|
|

Virtual Machines -
Description:

Created by SAGRADO\bi at 9/18/201912:38 PM.

1 Storage
Guest Processing

Schedule

Summary

Previcus MNext > Finish Cancel

TN ES DI K KTy 1S ey
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Paso 3: En la segunda pantalla del edit podemos ver los servidores que estan en resguardo por medio de
trabajo, para afnadir otro servidor al trabajo seleccionamos Add

i Edit Backup Job [Document Imaging and Printers Backup] x
| Virtual Machines
| Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
| = =- as you add new VM into container.
|
| Mame Virtual machines to backup:
Name Type Size Add...
— :| ricchprinters.sagrade.edu VM 50.0GB BenTers
| storage | usC-Digital-Rep VM 138 GB
[ usc-pigital-saL VM 37.0GB
Guest Processing Exclusions...
Schedule
+ U
I Summary B
* Dowin
I
i
q
o
Recalculate
| Total size:
| 275GB
|
| < Previous MNext > Finish Cancel

T e DU K KT TS EranTe

Paso 4: En la pantalla que nos aparece buscamos dentro de la aglomeracién de servidores vy
seleccionamos el servidor que necesitemos y le damos a Add

P - . aam . . N ana -

| Edit Backup Job [Document Add Objects %
| I I Virtual Machine
| Select virtual ma - TA=s that automatically changes
| - =- 25 you dd new Select objects: 4 [
| ~ (5 Hosts and VMs ~
| Name > |—'.E|'] USC-Barat
IR | 5 o _
f Rerneve
» [F UsC-HOST2
| Storage B
» B VRTXOS
Guest Processing > El VRTX06 Exclusions...
[] astraap.sagrado.edu
Schedule :| astrasql.sagrado.edu P
[ stesql.sagrado.edu
Summary = ik -
| p AudioCodesSBC * Down
i [} bitaging.sagrado.edu L
} :| command-srv.sagrado.edu -
)
:‘. Crimelog.sagrado.edu
g [} dev-db.kualisagrado.edu
A :| dolphyprint.sagrade.edu
[} ethorityap0l.sagrado.edu Becalculate
r1 .
[y ethorftyfsg‘l .sagra.do.edu v
v Total size:
[ |*. Tyoe in an . Q 275 GB
|
| o Cancel Finish Cancel

TN e DU K Tty T eresey
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Paso 5: Una vez tengamos el servidor en la lista le damos Next para continuar a la préxima pantalla.

i Edit Backup Job [Document Imaging and Printers Backup] X
| Virtual Machines
| Select virtual machines to process via container, or granularly. Container provides dynarnic selection that automatically changes
| | as you add new VM into container.
| . .
| Name Virtual machines to backup:
MName Type Size Add...
— :| ricohprinters.sagrade.edu VM 50.0GB Remove
| storage "] usc-Digital-Rep VM 368 GB
[] usc-pigital-saL VM 43.3GB
Guest Processing [0 USC-SMTPRelay VM 17.9GB Exclusions...
Schedule
+ |
I Summary -
+ Dcwn
Il
il
q
i
Recalculate
1 Total size:
| 485 GB
|
| < Previous MNext » Finish Cancel

Paso 6: En esta pantalla nos permite escoger la localizacién de los resguardos y las cantidades de
resguardos que se van a mantener guardados. En este caso ya tenemos la informacion correcta para el
trabajo. Presionamos Next

Edit Backup Job [Decurment Imaging and Printers Backup] X

| Storage

| |¥‘ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
| = = job and customize advanced job settings if required.

|
|

Name Backup proxy:

Choose...

Virtual Machines

Backup repository:

_ Synology Repository (Created by SAGRADO\bi at 2/18/2019 12:16 PM.) ~

Guest Processing § 6.15TB free of 976 TB Map backup
Schedule Restore points to keepondisk: 7 2 )
I Summary Jc onfigure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
| or efficiently creating remote backups and replicas over WAN.

3

Advanced job settings include backup mede, compression and deduplication, black

N g : - ¥ ) 5+ Advanced
size, notification settings, automated post-job activity and other settings. .

| < Previous Mext > Finish Cancel

TN e DT K TR TS ST
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Paso 7: En la siguiente pantalla podemos seleccionar la opcidn para Application Aware o Guest File
Indexing

Application Aware se utiliza para que Veeam pueda manejar ciertas aplicaciones en caso de hacer
restauraciones del sistema. Por Ejemplo, SQL, Si se activa en un SQL Veeam tiene la capacidad de
identificar los Logs files del SQL y manejar sus resguardo y restauracion.

Guest File Indexing se utiliza para que Veeam haga un indice de los Files dentro del sistema operativa y se
haga mas facil hacer restauraciones de archivos individuales. No es necesarios para hacer restauracién de
archivos individuales, pero en el caso de Files server es una herramienta que puede acortar el tiempo de
restauracién de archivos individuales.

Para estos servidores no se utiliza asi que podemos seleccionar Next

PV AP - . PP — a . " ans -

Guest Processing
E-J Choose guest 05 processing options available for running VMs,
|

. MName [[] Enable application-aware processing

X . Detects and prepares applications for consistent backup, performs transaction legs processing, and
| Virtual Machines configures the Q5 to perform required application restore steps upon first boot.
| storage Customize application handling options for individual items and applications

[[] Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click resteres of individual files.
Indexing is optional, and is not required to perform instant file level recoveries,

Guest Processing
Schedule
Customize advanced guest file system indexing options for individual items

Summary

Add...

I Manage accounts

i Automatic selection I

< Previous Mext > Finish Cancel

AN ED DIUC R CratRIng 1S Snapiey

Paso 8: En esta pantalla tenemos la opcién de seleccionar las frecuencias en que el trabajo va a ser
ejecutado.

Podemos seleccionar diario, mensual, periddico (si queremos que sea mas de una vez en el dia) o después
de que otro trabajo termine para que no hayan mas de un trabajo corriendo a la vez. Ademas, podemos
predeterminar que pasa si el trabajo falla como cuantas veces va a volver a intentarlo y cuanto tiempo
esperar entre los internos.

Guia para Reguardo de informacion 6 Informdtica y Tecnologia Integrada



Edit Backup Job [Document Imaging and Printers Backup]

| Schedule
| = Specify the job scheduling cptions. If you do not set the schedule, the job will need to be controlled manuzlly.
| L

|

[] Run the job automatically

| (®) Daily at this time:
Virtual Machines
|

Name
200PM 7| Everyday ~ Days...

Fourth

() Monthly at this time: Saturday Idenths.
| Storage

O Periodically every: 1 Hours Sehedule

Guest Processing (O After this job:

Retry failed items processing:

Etherity Backup (Created by SAGRADOMbi at 8/16/2019 11:17 AM.)

3 % times

I Summary
Wait before each retry attempt for: |10 rrinutes
L}
Backup window
4 [ Terminate job if it exceeds allowed backup windew Windew

If the job does not complete within allecated backup windew, it will be
terminated to prevent snapshot commit during production hours.

Finish Cancel

AT O DO TR TS e TeoTeT

Paso 9: En el ultimo paso verificamos el resumen y de ser necesario de corre el trabajo en el momento
podemos seleccionar el Run the job when I click Finish y seleccionamos Finish

i Edit Backup Job [Decument Imaging and Printers Backup]
Summary
= The job's settings have been saved successfully. Click Finish to exit the wizard,
L_|

MName Summary:

Mame: Document Imaging and Printers Backup

Target Path: F\Backups

Type: Hyper-V Backup

Source items:
ricohprinters.sagrado.edu (usc-main)
USC-Digital-Rep (usc-main)
USC-Digital-5QL (usc-main)
USC-SMTPRelay (usc-main)

Target repository: Synology Repository

Target repository host: USC-Veeam.sagrado.edu

Target repository path: F\Backups

|
|
|
!
! Virtual Machines
; Storage

Guest Processing

Schedule

I Command line to start the job on backup server:
“C:\Program Files\Veeam'\Backup and Replication\Backup'\Veeam.Backup.Manager.exe" backup
il 339bBed3-3b9c-49¢5-a1a3-261beall86a0

[ Run the job when | click Finish

| < Previous Mext Cancel

T R TR T T
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Puntos de Retencion

Sagrado cuenta con dos estilos de resguardos para los servidores. Trabajos Diarios y Trabajos Mensuales.
Los trabajos diarios mantienen en promedio dos semanas de resguardos diarios. Los trabajos mensuales
mantienen 12 puntos de retenciones mensuales para crear un afio de resguardos.

Trabajos Diarios

Kuali Backup — 14 dias de retencion

Edit Backup Job [Kuali Backup] ey
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= — job and customize advanced job settings if required.

Name Backup prosxy:
Off-host backup (automatic proxy selection; Choose...

Backup repositony:

Virtual Machines

Storage Synology Repository (Created by SAGRADOAbi at 2/18/2019 12:16 PM.) ~
| Secondary Target = 4.62 TB free of 9.76 TB Map backup

Guest Processing Restore points to keep on disk: |14 = ©

Schedule Configure secondary destinations for this job
Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
Summary or efficiently creating remote backups and replicas over WAN,

Advanced job settings include backup mode, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.

< Previcus _ Finish Cancel

Advanced

SQL Servers Backup — 14 dias de retencién

Edit Backup Job [SQL Servers Backup] =

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

L
Name Backup proxy:
(Off-host backup (automatic proxy selection] Choose...
Virtual Machines
Backup repositony:
Storage Synology Repository (Created by SAGRADO\bI at 2/18/2019 12:16 PM.) ~
Secondary Target § 4,62 TB free of 9.76 TB Map backup

Guest Processing Restore points to keep on disk: |14 = ©

Schedule Configure secondary destinations for this job
Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
Surnmary or efficiently creating remote backups and replicas over WAMN,

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings. FIUETESL

= Previous Mext > Finish Cancel
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Service Desks Backup — 14 dias de retencién

Edit Backup Job [Service Desks Backup]

job and customize advanced job settings if required.

MName Backup proxy:

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this

‘O‘Ff-host backup (automatic proxy selection)
Virtual Machines

Backup repository:

_ Synology Repository (Created by SAGRADO\bi at 2/18/2019 12:16 PM.) ~
Secondary Target § 4.62 TB free of 9.76 TB Map backup
Guest Processing Restore points to keep on disk: 14 |2 (]

Schedule Configure secondary destinations for this job

Summary or efficiently creating remote backups and replicas over WAN,

Advanced job settings include backup mode, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.

< Previous Mext = Finish

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,

*

Choose...

Advanced

Cancel

SCCM Backup — 14 dias de retencidn

Edit Backup Job [SCCM Backup]

job and customize advanced job settings if required.

Name Backup proxy:

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
-

Virtual Machines

Backup repository:

_ SCCM Veeam Repository (Created by SAGRADO\bi at 1/29/2020 5:26 PM.) ~
Guest Processing § 1.87 TE free of 3.99 TB Map backup
Schedule Restore points to keep on disk: |14 2 €}

Summary [J Cenfigure secondary destinations for this job

or efficiently creating remote backups and replicas over WAN.

Advanced job settings include backup mode, compression and deduplication, bleck
size, notification settings, automated post-job activity and other settings.

< Previous Mest > Finish

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,

*

Choose...

Advanced

Cancel
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ITI Servers Backup — 14 dias de retencién

Edit Backup Job [SCCM Backup] *

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
|

job and customize advanced job settings if required.

Name Backup proxy:

(Off-host backup (automatic proxy selection]

Choose..

Virtual Machines

Backup repository:

_ SCCM Veeam Repositery (Created by SAGRADO\bi at 1/29/2020 5:26 PM.) R
Guest Processing § 1.87 TB free of 3.99 TB Map backup
Schedule Restore points to keep on disk: |14 2 €D
Summary [] Configure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN.

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings. dsanced
< Previous MNext > Finish Cancel
Inepro Backup — 14 dias de retencion
Edit Backup Job [Inepro Backup] x
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files preduced by this
= =- job and customize advanced job settings if required.
Mame Backup proxy:
Choose..,

Virtual Machines

Backup repository:

_ Synology Repository (Created by SAGRADO\bI at 2/18/2019 12:16 PM.) w
Secondary Target § 458 7TB free of 9.76 TB Map backup
Guest Processing Restore points to keep on disk: 14 = €D
Schedule Configure secondary destinations for this job
Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,

Summary or efficiently creating remote backups and replicas over WAMN.,

Advanced job settings include backup mode, compression and deduplication, block Advanced

size, notification settings, automated post-job activity and other settings.

< Previous Mext > Finish Cancel
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File Servers Backup — 14 dias de retencion

Edit Backup Job [File Servers Backup] .

Storage
Specify processing prosy server to be used for source data retrieval, backup repositery to store the backup files produced by this

= =- job and customize advanced job settings if required,

Backup proxy:

Mame

(Off-host backup (automatic proxy selection) Choose...

Virtual Machines

Backup repository:
_ Synclogy Repository (Created by SAGRADO\bi at 2/18/2019 12:16 PM.) R
Secondary Target § 456 TB free of 3.76 TB Map backup

Guest Processing Restore points to keep on disk: |14 |2 €}
Schedule Configure secondary destinations for this job
Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,

Surmmary or efficiently creating remote backups and replicas over WAN,

Advanced job settings include backup mode, compression and deduplication, block Advanced
size, notification settings, automated post-job activity and other settings.

< Previous Mext > Finish Cancel

Document Imaging and Printers Backup — 7 dias de retencion

Edit Backup Jeb [Document Imaging and Printers Backup] x

Storage
Specify processing proxy server to be used for seurce data retrieval, backup repositery to store the backup files produced by this

= =- job and customize advanced job settings if required.

Backup prowxy:
| (Off-host backup [automatic pro:

MName

Choose..

Virtual Machines

Backup repository:

_ Synology Repository (Created by SAGRADOAbi at 2/18/2019 12:16 PM.) ~
Guest Processing § 4.56 TB free of 3.76 TB Map backup
Schedule Restore points to keep on disk: |7 il i)

Surnmary [] Configure secondary destinations for this job

Use the backups preduced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN.,

Advanced job settings include backup mode, compression and deduplication, block Advanced
size, notification settings, automated post-job activity and other settings.

< Previous Mext = Finish Cancel
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Ethority Backup — 7 dias de retencion

Edit Backup Job [Ethority Backup] >
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= .- job and customize advanced job settings if required.
MName Backup proxy:
Off—host backup (automatic proxy selection) Choose...
Virtual Machines
Backup repository:
_ Synology Repository (Created by SAGRADO\bi at 2/18/2019 12:16 PM.) w
Secondary Target § 455 TE free of 9.76 TB Map backup
Guest Processing Restore points to keep on disk: |7 = O
Schedule Cenfigure secondary destinatiens for this job
Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
Summary or efficiently creating remote backups and replicas over WAN.,
Advanced job settings include backup mode, compression and deduplication, block Advanced
size, notification settings, automated post-job activity and other settings.
< Previous Mext = Finish Cancel
Other Apps Backups — 7 dias de retencion
Edit Backup Job [Etherity Backup] *

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =- Jjob and customize advanced job settings if required.

Mame Backup proxy:
(Off-host backup (automatic proxy selection) Choose...

Virtual Machines

Backup repository:
_ Synology Repository (Created by SAGRADO\bi at 2/18/2019 12:16 PM.) w
Secondary Target § 455 TB free of .76 TB Map backup

Guest Processing Restore points to keep on disk: |7 =

Schedule Configure secendary destinations for this job
Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
Summary or efficiently creating remote backups and replicas over WAN.
Advanced job settings include backup mode, compression and deduplication, block Advanced

size, notification settings, automated post-job activity and other settings.

< Previous Mext = Finish Cancel
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Trabajos mensuales

Monthly Kuali Backup — 12 dias de retencion
Edit Backup Job [Menthly Kuali Backup] *

Storage
|¥ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= mu job and customize advanced job settings if required.

Name Backup proxy:

| Choose...

Virtual Machines

Backup repository:

_ [Synology Repository (Created by SAGRADO\bi at 2/18/2019 12:16 PM.) v]
Guest Processing § 4.54TB free of 9.76 TB Map backup
Schedule Restore points to keep on disk: |12 5 )

Summary [J Configure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN.

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings. pudvanced
< Previous Mext > Finish Cancel
Monthly SQL Servers Backup — 12 dias de retencién
Edit Backup Job [Monthly 50L Servers Backup] X
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= job and customize advanced job settings if required.
Name Backup proxy:
Choose...

Virtual Machines

Backup repository:

_ Synology Repository (Created by SAGRADO\bi at 2/18/2019 12:16 PM.) ~
Guest Processing § 4.54 TE free of .76 TB Map backup
Schedule Restore points to keep on disk: 12 2 )

Surnrmary [ Cenfigure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN.

Advanced job settings include backup mode, compression and deduplication, block

: s ! . s . Ad d
size, notification settings, automated post-job activity and other settings. vance

< Previous Mext = Finish Cancel
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Monthly Service Desks Backup — 12 dias de retencién

Edit Backup Job [Monthly Service Desks Backup] *

Storage
|¥ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= = job and customize advanced job settings if required.

Name Backup proxy:

Choose...

Virtual Machines

Backup repository:

_ Synelogy Repository (Created by SAGRADObi at 2/18/2019 12:16 PM.) w
Guest Processing § 4.54 TB free of 9.76 TB Map backup
Schedule Restore points to keep on disk: |12 13§D
Summary [] Configure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN.

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings. pdvanced
< Previous Mext > Finish Cancel
Monthly SCCM Backup — 12 dias de retencién
Edit Backup Job [Monthly SCCM Backup] X
Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= = job and customize advanced job settings if required.
Name Backup proxy:
| Choose...

Virtual Machines

Backup repository:

_ | SCCM Veeam Repository (Created by SAGRADO\bI at 1/29/2020 5:26 PM.) ~ |
Guest Processing § 1.87 TB free of 3.99 TB Map backup
Schedule Restore points to keep on disk: 12 15 €D
Surnmary [] Cenfigure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN.

Advanced job settings include backup mode, compression and deduplication, block

- P ; . L ; Ad d
size, notification settings, automated post-job activity and other settings. Vance

< Previous Mext = Finish Cancel
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Monthly ITI Servers Backup — 12 dias de retencién

Edit Backup Job [Monthly IT| Servers Backup] *

Storage
|¥ Specify processing proxy server te be used for seurce data retrieval, backup repository to store the backup files preduced by this
= = job and customize advanced job settings if required,

Mame Backup proxy:

(Off-host backup (automatic proxy selection)

Choose..

Virtual Machines

Backup repository:

_ Synology Repository (Created by SAGRADONbi at 2/18/2019 12:16 PM.) v
Guest Processing § 4.53 TB free of 9.76 TB Map backup
Schedule Restore peintsto keep ondisk: 12 121 €D
Summary [] Configure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN.

Advanced job settings include backup meode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings. pidvariced
< Previous Mext > Finish Cancel
Monthly Inepro Backup — 12 dias de retencién
Edit Backup Job [Monthly Inepro Backup] *

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =- job and customize advanced job settings if required.

Mame Backup proxy:

Off-host backu

Choose...

Virtual Machines

Backup repository:

_ Synology Repository (Created by SAGRADO\bi at 2/18/2019 12:16 PM.) o
Guest Processing § 453 TB free of 9.76 TB Map backup
Schedule Restore pointsto keep ondisk: 12 12 €D
Surnmary [] Configure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN.

Advanced job settings include backup mode, compression and deduplication, block

. . ? . F . Ad d
size, notification settings, automated post-job activity and other settings. vance

< Previous Mext > Finish Cancel
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Monthly File Servers Backup — 12 dias de retencion

Edit Backup Jok [Menthly File Servers Backup] s

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =- job and customize advanced job settings if required.

Mame Backup prowy:
(Off-host backup (automatic proxy selection) Choose...

Virtual Machines
Backup repository:

Storage Synology Repository (Created by SAGRADO\bi at 2/18/2019 12:16 PM.) ~
Guest Processing § 452 7TB free of 9.76 TB Map backup
Schedule Restore points to keep ondisk: (12 5 €D

Summary [[] Configure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN,

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, autemated post-job activity and other settings. pidvanced
< Previous Mext > Finish Cancel
Monthly Document Imaging and Printers Backup — 12 dias de retencion
Edit Backup Job [Monthly Decument Imaging and Printers Backup] *

Storage
|¥‘ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= = job and customize advanced job settings if required.

Name Backup proxy:
(Off-host backup (automatic proxy selection) Choose...

Virtual Machines
Backup repository:

Storage Synelogy Repository (Created by SAGRADObi at 2/18/2019 12:16 PM.) ~
Guest Processing § 452 TB free of 9.76 TB Map backup
Schedule Restore points to keep ondisk: 12 3| €D

Summary [] Configure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN.

Advanced job settings include backup mode, compression and deduplication, block Advanced
size, notification settings, automated post-job activity and other settings.

< Previous Mext » Finish Cancel
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Monthly Other Apps Backups — 12 dias de retencién

Edit Backup Job [Maonthly Other Apps Backup] >

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this

= =- job and customize advanced job settings if required.

Backup proxy:
Ch‘f-host backup (automatic prox

Mame

Choose...

Virtual Machines

Backup repository:

_ Synology Repository (Created by SAGRADO\bi at 2/18/2019 12:16 PM.) w
Guest Processing § 452 TB free of 9.76 TB Map backup
Schedule Restore points to keep endiske 12 13 €D
Summary O Configure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape,
or efficiently creating remote backups and replicas over WAN,

Advanced job settings include backup mede, compression and deduplication, block

. P ; . . . Advanced
size, notification settings, automated post-job activity and other settings.

< Previous Mext = Finish Cancel
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Evidencia de Trabajos completados

Las verificaciones de los resguardos se hacen diariamente mediante verificacién de correos electrénicos
gue envian el resultado de los trabajos en el momento que se completan o que fallan. Hay dos formas de
comprobar el estado de un trabajo de resguardo. Mediante el servidor o mediante los correos electrénicos
(método utilizado).

Verificacion desde el Servidor

£

Q Type in an cbject name to search for

JOB NAME SESSION TYPE STATUS STARTTIME 4 END TIME
b Monthly Other Apps Backup (Full) Backup 17% completed 2/12/2021 10:47 AM
[ File Servers Backup (Incremental) Backup Success 2/11/2021 11:30PM 2/11/202111:36 PM
[ Service Desks Backu (Incremental) Backu Warnin 2/11/2021 11:00 PM 2/11/2021 11:15PM
' P P g
Inepro Backup (Incremental) Backu Success 2/11/2021 11:.00 PM 2/M11/2021 1114 PM
[ Inep P P
[, Other Apps Backup (Incremental) Backup Warning 2/11/2021 10:00 PM 2/11/2021 10:19PM
SCCM Backup (Incremental) Backu Success 2/11/2021 10:00 PM 2/11/2021 10:22 PM
P P
[, 1Ml Servers Backup (Incremental) Backup Warning 2/11/2021 10:00 PM 2/11/202110:13PM
[, Document Imaging and Printers Backu (Incremental) Backu Warnin 2/11/2021 8:00 PM 2/11/2021 8:04 PM
' ging P P g
[, Ethority Backup {Incremental) Backup Warning 2/11/2021 7:15 PM 2/11/2021 7:24 PM
[& Kuali Backup (Incremental) Backup Success 2/11/2021 7:00 PM 2/11/2021 7:08 PM
SOL Servers Backup [Incremental) Backu Success 2/11/2021 5:00 PM 2/11/2021 3:.06 PM
P P
Menthly SOL Servers Backup (Full) Backu Success 2/11/2021 10:56 AM 2/11/2021 1:29 PM
¥ P P
[ Monthly Service Desks Backu (Full) Backu Warnin 2/11/2021 10:45 AM 2/11/2021 2:27 PM
' ¥ P P g
[& Menthly Inepro Backup (Full) Backup Success 2/11/2021 10:45 AM 2/11/2021 11:48 AM
[ File Servers Backup (Incremental) Backup Success 2/10/2021 11:20 PM 2/10/2021 11:35PM
[, Service Desks Backup (Incremental) Backup Warning 2/10/2021 11:00 PM 2/10/2021 11:18PM
Inepre Backup (Incremental) Backu Success 2/10/2021 11:00 PM 2/10/2021 11:08 PM
P P P
[, Other Apps Backu (Incremental) Backu Warnin 2/10/2021 10:00 PM 2/10/2021 10:15PM
' PP P P g
[@ SCCM Backup (Incremental) Backup Success 2/10/2021 10:00 PM 2/10/2021 10:21 PM
[, 1Tl Servers Backup (Incremental) Backup Warning 2/10/2021 10:00 PM 2/10/2021 10:12PM
[, Document Imaging and Printers Backup (Incremental) Backup Warning 2/10/2021 8:00 PM 2/10/2021 8:04 PM
[, Etherity Backup (Incremental) Backup Warning 2/10/2021 7113 PM 2/10/2021 7:24 PM
[ Kuali Backup (Incremental) Backup Success 2/10/2021 7:00 PM 2/10/2021 7:08 PM
SOL Servers Backup (Incremental) Backu Success 2/10/2021 5:00 PM 2/10/2021 5:07 PM
P P
[, Monthly ITl Servers Backup (Full) Backup Warning 2/10/2021 10:15 AM 2/10/2021 12:01 PM
[&» Monthly File Servers Backup (Full) Backup Success 2/10/2021 10:14 AM 2/10/2021 4:21 PM

Verificacién por medio de emails

Ejemplos de informacién recibida mediante correos electrénicos

A new ticket has been assigned to you. Please follow the link below to view the ticket.

[Success] File Servers Backup (3 machines)

Backup job: File Servers Backup

Created by SAGRADO\bi at 9/18/2019 12:46 PM.

Thursday, February 11, 2021 11:30:03 PM

Success 3 Start time 11:30:03 PM | Total size 2.3TB Backup size 5.8 GB
Warning 0 End time 11:36:57 PM | Data read 12.4 GB Dedupe L0x
Error 0 Duration 0:06:53 Transferred |5.4 GB Compression |2.0x
Details
Name Status Start time End time Size Read Transferred  Duration Details
powervault01.sagrado.edu |Success 11:31:36 PM 11:36:48 PM | 500.0 GB 8.5 GB 4.2 GB 0:05:12
USC-FileServer Success 11:31:36 PM 11:33:32 PM 1012.0 GB 12 GB 285.3 MB 0:01:55
usc-fs-asi Success 11:31:36 PM 11:36:37 PM 877.0 GB 2.8 GB 923.7 MB 0:05:01
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[Success] Inepro Backup (2 machines)

Backup job: Inepro Backup

Created by SAGRADO\bi at 2/9/2020 10:00 PM.

Success
2 of 2 VMs processed

Thursday, February 11, 2021 11:00:16 PM

Success |2 Start time 11:00:16 PM | Total size 800.0 GB Backup size |10.0 GB
‘Warning |0 End time 11:14:06 PM | Data read 27.6 GB Dedupe 1.0x
Error 0 Duration 0:13:50 Transferred 9.0 GB Compression | 2.7x
Details
Name |Status Start time End time Size Read Transferred |Duration Details
usc- Success 11:02:13 PM 11:09:52 PM 500.0 GB 2.0GB 600.7 MB 0:07:38
Inepro
usC- Success 11:02:13 PM 11:13:58 PM 300.0 GB 25.6GB 8.4 GB 0:11:45
Inepro-
sqQL

[Success] SCCM Backul

Backup job: SCCM Backup

(2 machines)

Created by SAGRADO\bi at 2/9/2020 9:57 PM.

Thursday, February 11, 2021 10:00:13 PM

Success
2 of 2 VMs processed

Success |2 Start time 10:00:13PM  Total size 23TB Backup size | 10.7 GB
Warning 0 End time 10:22:21PM  Data read 40.4 GB Dedupe 1.0x
Error 0 0:22:08 Transferred |9.5 GB Comp 3.7x
Details
Name | Status Start time End time Size Read Transferred Duration Details
usc- Success 10:03:54 PM 10:13:37 PM 14TB 13.4GB 2.8 GB 0:09:43
SCCM
USC-S0L- | Success 10:10:45 PM 10:22:12 PM 975.0 GB 27.0GB 6.7 GB 0:11:26
SCCM
[warning] Service Desks Backup (2 machines) 1 warning
Thursday, February 11, 2021 11:00:16 PM
Success 1 Start time 11:00:16 PM Total size 600.0 GB Backup size |19.9 GB
‘Warning 1 End time 11:15:25 PM Data read 35.7 GB Dedupe 11x
Error 1] 0:15:09 red |18.8 GB Compression | 1.4x
Details
Name Status Start time End time Size Read Transferred  Duration Details
servicedeskplus.sagrado.edu 11:00:58 PM 11:15:17 PM 350.0 GB 26.8 GB 15.9 GB 0:14:18 Production drive
C:\ClusterStorage\Volumel Is getting low
on free space (194.3 GB left), and may
run out of free disk space completely due
0 open snapshots.
serviciosics.sagrado.edu Success 11:00:59 PM 11:06:09 PM 250.0 GB 8.9 GB 2.9GB 0:05:10
Weeam Backup & Replication 9.5.4.2866
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[Warning] Other Apps Backup (12 machines) 3 warnings

Thursday, February 11, 2021 10:00:13 PM

Success 9
Warning 3
Error 0
Details
Name Status
Crimelog.sagrado.edu | Success
Niagara-SRV Success
poiseftp.sagrado.edu | Success
Redis-V.sagrade.edu | Success
regentap.sagrado.edu | Success
regentdb.sagrado.edu | Success
sagrado-
ae.sagrado.edu
senseapl.sagrado.edu | Success
USC-APPS Success
USC-Federal-Signal
USC-Inflow-5QL
USC-Sensaphone Success

Start time
End time
Duration

Start time

10:08:44 PM
10:09:49 PM
10:11:44 PM
10:02:22 PM
10:04:12 PM
10:04:52 PM
10:06:43 PM

10:07:23 PM
10:11:45 PM
10:14:00 PM

10:08:28 PM

10:08:19 PM

10:00:13 PM
10:19:42 PM
0:19:28

End time

10:14:07 PM
10:14:03 PM
10:15:52 PM
10:04:48 PM
10:06:57 PM
10:08:08 PM
10:09:43 PM

10:09:42 PM
10:17:52 PM
10:17:50 PM

10:12:19 PM

10:11:41 PM

[Warning] ITI Servers Backup (4 machines) 1 warning

Thursday, February 11, 2021 10:00:13 PM

Success 3

Warning 1

Error 0
Details

Name Status

command-

srv.sagrado.edu

exalumnosap.sagrado.edu | Success
Success
Success

USC-AzureAD
uscintra.sagrado.edu

Start time
End time
Duration

Start time
10:01:14 PM

10:01:14 PM
10:01:14 PM
10:01:14 PM

10:00:13 PM
10:13:20 PM
0:13:06

End time
10:12:59 PM

10:05:07 PM
10:07:14 PM
10:07:01 PM

[Warning] Ethority Backup (4 machines) 2 warnings

Thursday, February 11, 2021 7:15:13 PM

Success 2

Warning 2

Error 0
Details

Name Status

ethorityap01.sagrado.edu Success
ethorityfs01.sagrado.edu Success
ethoritysql.sagrado.edu

ethoritysvc.sagrado.edu

Start time
End time
Duration

Start time

7:16:50 PM
7:16:50 PM
7:16:50 PM

7:16:50 PM

7:15:13 PM
7:24:31 PM
0:09:17

End time

7:22:48 PM
7:20:25 PM
7:24:25 PM

7:21:50 PM
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Total size
Data read
Transferred

Size

60.0 GB
80.0 GB
278.9GB
232.9 GB
68.3 GB
279.4 GB
140.0 GB

136.1 GB
127.0 GB
127.0 GB

100.0 GB

127.0 GB

Total size
Data read
Transferred

Size
100.0 GB

80.0 GB
127.0 GB
149.1 GB

Total size
Data read
Transferred

120.0 GB
120.0 GB
500.0 GB

120.0 GB

1.7TB
38.0 GB
14.2 GB

6.0 GB
3.7GB
2.1GB
486.9 MB
1.3GB
3.8GB
2.6GB

1.5GB
10.1 GB
2.9GB

2.5GB

1011.6 MB

456.1 GB
46.0 GB
5.8 GB

31.7GB

4.2 MB
8.9 GB
5.3 GB

860.0 GB
18.0 GB
6.6 GB

L5GB
L7 GB
13.4 GB

1.4 GB

20

Backup size 153 GB
Dedupe Lix
Compression 2.3x

Transferred Duration Details

2.2GB 0:04:23

1.3GB 0:04:14

714.2 MB 0:04:07

129.7 MB 0:02:26

562.9 MB 0:02:44

1.1GB 0:03:15

1014.3 MB 0:02:59 Production drive C:\ClusterStorageiVolumel
is getting low on free space (193.0 GB left),
and may run out of free disk space
completely due to open snapshots,

363.4 MB

5.1GB

7239 MB Production drive C:\ClusterStorage!\Volumel
is getting low on free space (194.3 GB left),
and may run out of free disk space
completely due to open snapshots,

8718 MB 0:03:51 Production drive C:\ClusterStorage\Volumel
is getting low on free space (194.1 GB left),
and may run out of free disk space
completely due to open snapshots,

3289 MB 0:02:22

Backup size 6.3 GB
Dedupe Lix
Compression |2.2x

Transferred  Duration

1.0MB 0:11:45
49.1 KB 0:03:53
4.5 GB 0:05:59
14 GB 0:05:47
Backup size 7.2 GB
Dedupe Lix

Compression |2.4x

Details

Changed block tracking will not be used for
this VM until you upgrade YM hardware
wversion 1o 8.0 or later.

Transferred  Duration Details

299.3 MB 0:05:57

294.4 MB 0:03:35

5.7 GB 0:07:35 Production drive C:\ClusterStorage\Volumel
s getting low on free space (194.3 GB left),
and may run out of free disk space
completely due to open snapshots.

341.4 MB 0:04:59 Production drive C:\ClusterStorage!Volumel

s getting low on free space (194.3 GB left),
and may run out of free disk space
eompletely due to open snapshots.
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[Success] Kuali Backup (7 machines)

Backup job: Kuali Backup Success
Created by SAGRADO\bi at 9/18/2019 11:14 AM. 7 of 7 VMs processed
Thursday, February 11, 2021 7:00:09 PM

Success 7 Start time 7:00:09 PM Total size 1020.1 GB Backup size 3.2 GB

Warning 0 End time 7:08:32 PM Data read 12.2 GB Dedupe 1.0x

Error 0 Duration 0:08:22 Transferred 2.7 GB Compression 3.8x
Details

Name Status Start time End time Size Read Transferred Duration Details

dev-db.kuali.sagrado.edu Success 7:01:35 PM 7:08:21 PM 160.0 GB 10.1 GB 23 GB 0:06:45

jenkins.kuali.sagrado.edu Success 7:01:35 PM 7:04:10 PM 200.0 GB 184.9 MB 22.3 MB 0:02:35

new_cas0l.sagrado.edu Success 7:04:26 PM 7:06:58 PM 40.0 GB 279.8 MB 45.3 MB 0:02:32

new_prdl- Success 7:01:35 PM 7:03:08 PM 240.0 GB 8.8 MB 106.1 KB 0:01:32

db.kualli.sagrado.edu

prd1.kfs.sagrado.edu Success 7:01:35 PM 7:04:23 PM 240.0 GB 1020.5 MB 288.5 MB 0:02:48

trn.kfs.sagrado.edu Success 7:03:16 PM 7:06:17 PM 40.0 GB 171.8 MB 22.8 MB 0:03:01

tst.kfs.sagrado.edu Success 7:04:21 PM 7:06:48 PM 100.0 GB 504.8 MB 57.2 MB 0:02:26

[Success] SQL Servers Backup (5 machines)

Backup job: SQL Servers Backup Success
Created by SAGRADO\bi at 9/18/2019 12:42 PM. 5 of 5 VMs processed
Thursday, February 11, 2021 5:00:02 PM

Success 5 Start time 5:00:02 PM Total size 1L3TB Backup size |3.9 GB

Warning 0 End time 5:06:26 PM Data read 104 GB Dedupe 1.0x

Error 0 Duration 0:06:23 Transferred 3.6 GB ‘Compression | 2.6x
Details

Name Status Start time End time Size Read Transferred  Duration Details

sql2008.sagrado.edu | Success 5:01:35 PM 5:05:32 PM 745.1 GB 2.9 GB 1.5GB 0:03:57

sql2016 Success 5:01:35 PM 5:05:13 PM 127.0 GB 2.0 GB 559.5 MB 0:03:38

sql2017 Success 5:01:35 PM 5:05:13 PM 160.0 GB 23 GB 604.5 MB 0:03:37

USC-Prophix Success 5:01:35 PM 5:03:18 PM 150.0 GB 14 GB 430.8 MB 0:01:43

USC-WebTransaction | Success 5:03:25 PM 5:06:16 PM 127.0 GB 1.7 GB 517.2 MB 0:02:51

Evidencia de mantenimiento de resguardos

Advanced Settings >

Backup Maintenance Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
Perform backup files health check (detects and auto-heals corruption)

(®) Monthly on: | Last ~ | | Fnday w Manths...

() Weekly on selected days: Days...

Friday
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Proceso de verificacion manual de resguardos

Para poder hacer las verificaciones de los resguardos la herramienta de Veeam nos provee la opcién de
restaurar las maquinas virtuales en su lugar de almacenamiento. Lo hacemos sin activar la tarjeta de red
para evitar duplicidad de la maquina en la red.

1. El primer paso vamos a seleccionar la maquina virtual que vamos a restaurar.

HOME Q Typeinanobj
a4 JOB NAME CREATION TIME RESTORE POINTS T REPOSITORY PLATFORM
42 Backup 4 Document Imaging and Printers Backup 2/13/2021 8:00 PM Synology Repositery Hyper-V
42 Backup Copy [[] ricohprinters.sagrade.edu 2/22/2021 8:02 PM 9
4 £ Backups [[] usc-Digital-Rep 2/22/2021 8:02 PM 9
¥ Disk [[] usc-Digital-SaL 2/22/2021 8:02 PM ]
X, Cloud [] usc-sMTPRelay 2/22/2021 8:04 PM 9
4 [ Last 24 Hours > & Ethority Backup 2/13/2021 7:16 PM Synology Repository Hyper-V
[*} Running (1) > & File Servers Backup 2/6/2021 11:31 PM Synolegy Repositery Hyper-V
[ Success > & Inepro Backup 2/6/2021 11:01 PM Synclogy Repository Hyper-V
[%} Warning > &2 [Tl Servers Backup 2/6/2021 1:01 PM Synology Repository Hyper-V
[% Failed > & Kuali Backup 2/6/2021 7:01 PM Synolegy Repositery Hyper-V
> & Monthly Document Imaging and Printers B..  2/9/202110:12 AM Synology Repository Hyper-V
> Monthly File Servers Backup 2/10/2021 10:16 AM Synology Repository Hyper-V
> & Monthly Inepro Backup 2/11/2021 10:47 AM Synolegy Repositery Hyper-V
> &2 Monthly Tl Servers Backup 2/10/2021 10:15AM Synology Repository Hyper-V
> & Monthly Kuali Backup 2/13/2021 5:01 PM Synolegy Repositery Hyper-V
> &% Monthly Other Apps Backup 2/12/2021 10:48 AM Synclogy Repository Hyper-V
> & Monthly SCCM Backup 2/9/2021 10:13 AM SCCM Veeam Repository Hyper-V
> & Monthly Service Desks Backup 2/11/2021 1046 AM Synolegy Repositery Hyper-V
> & Monthly SOL Servers Backup 2/11/2021 10:57 AM Synology Repository Hyper-V
> & Other Apps Backup 2/13/2021 10:01 PM Synology Repository Hyper-V
> & SCCM Backup 2/6/2021 10:03 PM SCCM Veeam Repository Hyper-V
> & Service Desks Backup 2/6/2021 11:00 PM Synology Repository Hyper-V
> % 50l Servers Backup 2/6/2021 5:01 PM Synolegy Repesitory Hyper-V

2. Le damos right-click a la maquina virtual y seleccionamos Instant VM Recovery

JOB NAME CREATION TIME RESTORE POINTS *  REPOSITORY PLATFORM

a Is_hl Document Imaging and Printers Backup 2/13/2021 8:00 PM Synology Repository Hyper-V

|:| ricohprinters.sagrado.edu 2/22/2021 8:02 PM 9

[] usc-pigital-Rep 2/22/2021 8:02 PM 9

|:| USC-Digital-50L 2/22/2021 8:02 PM 9

[] usc-smm 2021 8:04 PM 9

K E' Instant VM recovery... X

> 1% Ethority Back 2021 7:16 PM Synology Repository Hyper-V
> % File Servers § [ Restore entire VM., 02111:31PM Synclogy Repository Hyper-V
> % Inepre Backy @ Restore WM files... 02111:01 PM Synclogy Repository Hyper-V
> % ITl Servers Ba /I Restore guest files y (021 1:01 PM Synclogy Repository Hyper-V
> % Kuali Backup 4 Restore to Amazon ECZ... 0217:01 PM Synoclogy Repos?tor}f Hyper-V
> % Monthly Do "~ ) 02110:12 AM Synclogy Repository Hyper-V
> &, Monthly File] = STl Ve 2021 10:16 AM Synology Repository Hyper-V/
> % Monthly Ing % Export backup... 2021 10:47 AM Synology Repository Hyper-V
> % Menthly ITI § E3¢  Delete from disk 2021 10:154M Synclogy Repository Hyper-V
> |$_:7-, Meonthly Kuali Backup 2/13/2021 5:01 PM Synclogy Repository Hyper-V
> % Meonthly Other Apps Backup 2/12/202110:48 AM Synology Repository Hyper-V
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3. Enlaventana que se abrird veremos la maquina virtual y tenemos la opcidn de seleccionar puntos de

restauracién en el pasado en Points. En ese caso usaremos el punto mas reciente que es el pre-
determinado. Presionamos Next

Instant VM Recovery X
Machines
] Select machines to be restored. You can add individual machines from backup files, or containers from live environment

—— . . . -
== (containers will be automatically expanded to plain list).
Machines Machines to restore:
Recovery Mode ‘O\ e

MName Size Restore point Add
Secure Restore

|:| USC-SMTPRelay 25.7GB  less than a day ago (8:04 PM ... Point
Reason

Remove
Surmmary
Mext > Cancel

4. En esta ventana podemos escoger restaurar la maquina virtual a otra localizacidon por ejemplo si

gueremos restaurarla en otro storage o host virtual lo podemos escoger. Para la prueba lo cambiamos
a Restore to a new VM Location, or with different settings.

Instant VM Recovery

X
Recovery Mode
— Specify the ultimate destination for the instantly recovered machine.

=
Machines (O Restore to the original location

Quickly initiate the restore of selected VM to its original location, with the original name and
Recovery Mode settings. This option minimizes the chance of user input error.
Host (@ Restore to a new location, or with different settings

Customize the restored VM location, and change its settings. The wizard will automatically populate
ey all controls with the original VM settings as the defaults.
Metwork
Mame

Secure Restore
Reason

Surmmary

< Previous Mext > Cancel
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5. Podemos seleccionar el Host, para la prueba se deja en el predeterminado

Instant VM Recovery *

Host

- Select the host to recover machine to.
——
="-’

Machines VM location:

MName Host Cluster Resource

R Mod L7
Ecoberviiioge [ USC-SMTPRelay Tl usc-HosT2 Ves

et
Datastore

MNetwork

MName

Secure Restore

Reason

Surnmary

Select multiple VMs and click Host to apply changes in bulk. Host... Resource...

< Previous Mext = Finish Cancel

6. Podemos seleccionar el storage de la maquina virtual

Instant VM Recovery *
Datastore
— Select the volumes where machine configuration and virtual disks files should be ultimately restored to.
=-’
Machines Files location:
File Size Path
R Mod s
SRS a [ USC-SMTPRelay ;
Host |:| Configuration files CA\ClusterStorage\Volume2\USC-5...
E1USC-SMTPRelay.vhdx 25.7GB CA\ClusterStorage\Volume2\USC-5...
MNetwork
MName
Secure Restore
Reason
Surnmary
Select multiple VMs and click Path to apply changes in bulk. Path...
< Previous Mext > Finish Cancel
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7. Enla pantalla de network si vamos a hacer pruebas tenemos que desconectar las conexiones de red

presionando disconect.

Instant VM Recovery

x
Network
=’ Select how virtual networks map to each other between original and new WM locations.
E==
Machines Network connections:
Source Target
Ri Mead ;
eyl 2 USC SHATPRe
Host _E_I':L!Servers Virtual Switch Servers Virtual Switch
Datastore
Name

Secure Restore
Reason

Summary

Select multiple VMs to apply settings change in bulk. Metwaork... Disconnect

< Previous Mext = Finish Cancel

8. En el area del Nombre seleccionamos la Maquina virtual y presionamos en Name y le cambiamos el

nombre para saber que es la copia.

Instant VM Recovery

Name
=’ Specify the new virtual machine name, and whether you would like unigue identifier preserved.
|=-

—
Machines Virtual machines:
Mame MNew name VM UUID

Ri Mad

seovEyege i | USC-SMTPRelay | | USC-SMTPRelay restered  Create new
Host
Datastore
Metwork

Secure Restore

Reason
Summary
Select multiple VMs to apply settings change in bulk. MName... VM UUID...
< Previous Mext = Finish Cancel
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9. Lapréxima opcidn se utiliza en el caso que el servidor alla sido atacado por un Malware o Cryptoware.
La misma nos da la opcién de verificar el backup contra Malware. Como es una restauracidon normal
no la usaremos y presionamos Next

Instant YM Recovery X
Secure Restore
— Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a
E=’ compatible antivirus installed on the mount server specified for the cerresponding backup repository.
Machines [] Scan the restored machine for malware prior to performing the recovery
The machine you are about to restore will be scanned by antivirus software installed on the mount
Recovery Mode server to prevent a risk of bringing malware into your environment.
Secure Restore
Reason
Summary
< Previous Next > Cancel

10. Ahora podemos escribir una razén por la cual se esta creado la restauracion.

Instant VM Recovery *

Name
--’ Specify the new virtual machine name, and whether you would like unique identifier preserved.
E—"-
M
= —

Machines Virtual machines:
Mame MNew name VM UUID
R Mad
SR E_l USC-SMTPRelay |_| USC-SMTPRelay restored Create new
Hest
Datastore
Metwork
Mame

Secure Restore
Reason

Summary

Select multiple VMs to apply settings change in bulk. Mame... YM UuID...

< Previous Mext = Cancel
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11. Ahora podemos finalizar el proceso y esperar que culmine el mismo para poder ver nuestra maquina
virtual.

Instant VM Recovery

Summary
-’ You can copy this configuration information for the future reference.
E--
H—

—

Machines Summary:
Original VM name: USC-SMTPRelay

Recovery Mode Target VM name: USC-5MTPRelay_restored
Target host: USC-HOST2

Host

Datastore

Metwork

MName

Secure Restore
Reason

Summary

Power on target VM after restoring

< Previous Finish Cancel

12. En nuestro menu ahora tenemos una opcién nueva que se llama Instant Recovery y podemos ver
estado de la restauracion.

HOME VM NAME HOST RESTORE PCINT STATUS BACKUP MAME

I:l USC-SMTPRelay_res... USC-HOST2 2/22/2021 8:04:38 PM Mounted Document Imaging and Printers Backup
Instant Recovery (1)
lobs

g Backup

45 Backup Copy
4 EL: Backups
=¥ Disk
2 Cloud
a [F; Last 24 Hours
[*} Running (1)
[% Success
[‘f‘ Warning
S Failed
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13. Desde ahi podemos conectarnos a la Maquina virtual y verificarla antes de moverla a produccion.

B X

Migateto Petry OpenVM  Stop  Propeies ] Host: USC-HOST2 ¥M: USC-SMTPReloy.restored - o x
Production Console. Publishing i 0

Actions Properties L =
HOME INANE

[[] USC-SMTPRelay_re
Fy Instant Recovery (1)

Press Ctrl+Alt+Delete to unlock.

1116

A roue

Tuesday, February 23

T3 BACKUR IFRASTRUCTURE
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