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Description

This course explores the fundamentals of computer network architecture and cloud
computing and technologies. It also delves into concepts related to cloud elasticity, which
allows resources to be scaled dynamically to adapt to demand, along with container
technologies that facilitate the agile deployment and maintenance of applications in the
cloud. Students will gain hands-on experience in network configuration and management,
the use of cloud technologies, and an understanding of the challenges and benefits of
cloud-based architectures, including the ability to design secure networks and fully
leverage the advantages of the cloud in terms of scalability and agility in application
deployment.

Justification

For professions related to computer science, it is essential to understand and properly
use networking, Internet, and Web technologies. At the same time, theoretical and
practical knowledge of networks depends on a foundation in numerical representations
and the operation and architecture of a computer. However, designing a network requires
knowledge of security (and ethical) considerations. Finally, developments in these
technologies have shifted toward approaches involving the virtualization and
“containerization” of computing—that is, so-called cloud computing. The topics mentioned
above form the theoretical and practical foundation of this course.



COMPETENCIES

The course develops the following competencies in students:
e Research and Exploration
e Ethical Reflection

OBJECTIVES

By the end of the course, students will be able to:

1.
2.
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Understand the basic principles of cloud computing and AWS services.
Acquire knowledge of networks, including protocols, topologies, and
routing.

Analyze and apply security strategies for networks and systems.

Learn about encryption and secure data management.

Develop skills in disaster recovery planning and business continuity.
Explore virtualization and the use of containers.

Use AWS to create secure network infrastructures and cloud services.
Understand concepts of computer architecture and data representation.

Content

Introduction to Computer Architecture and Data Representation

A. Data and Number Systems
1. Binary and Hexadecimal Systems
2. Representation of Numeric Data and Alphanumeric Characters
3. Conversions

B. Components and Functions

1. CPU, storage, and main memory; Read-Only Memory
2. Peripherals

3. Internal CPU Operation: Arithmetic Logic Unit; Registers;
Buses

C. Instructions
1. Instruction Format
2. Execution cycle: Fetch, Decode, Execute

Introduction to Cloud Computing and AWS

A. Basic Concepts of Cloud Computing
1. Definition and Evolution of Cloud Computing



VL.

2. Cloud Service Models (laaS, PaaS, SaaS)
B. AWS as a Cloud Computing Platform

1. Overview of Amazon Web Services (AWS)
2. Creating a Free AWS Account and Initial Setup
3. Hands-on Exercise: Deploying an EC2 Instance on AWS

Networking Fundamentals

A. Network Architecture
1. Types of Networks (LAN, WAN, MAN)
2. TCP/IP Protocol and OSI Layers
B. IP Addresses and Routing
1. Concepts of IP Addresses and Subnets
2 Routing and Routing Tables
3. “‘Domain Name System” (DNS)
4

Hands-on Exercise: Configuring IP Addresses and Routing in a
Simulated Environment

The World Wide Web and Its Protocols

A. HTTP and HTTPS
B. Servers: The LAMP Model (Linux, Apache, MySQL, PHP/Perl/Python)

Network Security

A. Threats and Security Policies
1. Identifying Common Network Threats
2. Defining Security Policies and Best Practices
B. Firewalls and VPNs
1. Configuring Firewalls and Filtering Rules
2. Implementing a Virtual Private Network (VPN)
3. Hands-on Exercise: Configuring a firewall and establishing a

VPN connection.

Encryption and Data Security

A. Principles of Cryptography

1. Basic Concepts of Cryptography

2. Differences Between Symmetric and Asymmetric Cryptography
B. Digital Certificates and SSL/TLS

1. Using Digital Certificates for Secure Communication

2. Implementing Secure SSL/TLS Connections

3. Hands-on Exercise: Configuring a Secure SSL/TLS
Connection and Encrypting Data



VII. Virtualization and Containers

A. Virtualization Concepts

1. Hardware Virtualization and Types of Hypervisors

2. Creating and Managing Virtual Machines (VMs) in the Cloud
B. Introduction to Docker and Orchestration with Kubernetes

1. Container and Docker Concepts

2. Container Orchestration with Kubernetes

3. Hands-on: Deploying Applications in Docker Containers and

Configuring Kubernetes

VIII. AWS: Infrastructure and Services

A. Deployment on AWS

1. Creating EC2 Instances (Virtual Machines) and Initial
Configuration
2. Storage on AWS (S3, EBS)
B. Databases and Network Services on AWS
1. Databases on AWS (RDS, DynamoDB)
2. Configuring network services on AWS

IX. Security on AWS

A. A. Identity and Access Management (IAM)
1. Managing Users and Permissions on AWS
B. Security Configuration
1. Configuring Security Groups
2 Auditing and Monitoring with CloudWatch
3. Threat Protection on AWS
4 Hands-On: Configuring Security Policies in AWS

METHODOLOGY

The following active learning strategies are recommended:

Topic discussions, forums, debates, or panel discussions
Critical analysis of readings

Collaborative learning

Multimedia resources

Practical exercises



ASSESSMENT

Participation 20%
Midterm exams 40%
Project or Exam (Final Assessment) 20%
Essays 20%
TOTAL 100%

Student Learning Assessment

The institutional assessment rubric is applied to the core activity of the course.
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You can find more information resources related to the course topics on the library’s
website at http://biblioteca.sagrado.edu/

Reasonable Accomodation

For detailed information on the process and required documentation, please visit the
appropriate office. To ensure a level playing field, in compliance with the ADA (1990) and
the Rehabilitation Act (1973), as amended, any student who needs Reasonable
Accomodation or special assistance must complete the process established by the Vice-
Presidency for Academic Affairs.

ACADEMIC INTEGRITY

This policy applies to all students enrolled at the Universidad del Sagrado Corazon to take
courses with or without academic credit. A breach of academic integrity is any act or
omission that fails to demonstrate the honesty, transparency, and responsibility that
should characterize all academic activity. Any student who violates the policy on honesty,
fraud, and plagiarism is subject to the following sanctions: a grade of zero on the
assessment and/or having to redo the seminar assignment; a grade of F(*) in the seminar;
or suspension or expulsion, as established in the Academic Integrity Policy document
effective November 2022.
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